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Abstract

We report on our first developments towards building a novel user authentication system
using combined handwriting and speech modalities. In our project, these modalities are si-
multaneously recorded by asking the user to utter what he is writing. We first report on a
database that we have recorded according to this scenario. Then, we report on the results of
a usability survey that we have conducted while recording the database. Finally, we present
the assessment protocols for authentication systems defined on the database.

Keywords: biometrics, multimodal biometrics, signature verification, speaker verification

1 Introduction and Motivations

We are interested in building multimodal authentication systems using speech and handwriting
as modalities. Speech and handwriting are indeed two major modalities used by humans in their
daily transactions and interactions. We propose here to use a scenario in which these modalities
are recorded simultaneously, i.e. by asking the user to read what he is writing. We have named
our project Combined Handwriting And Speech Modalities (CHASM) to stress the fact that both
modalities are recorded at the same time, allowing for combined modelisation techniques. In this
work, we have been defining two scenarios. In the first one, a bimodal signature with voice is
acquired. In this case, the user is actually asked to say the content of his signature. In the second
scenario, the user is asked to write and read synchronously the content of a given text.

The motivation of CHASM is to increase performances of biometric systems while keeping
the level of usability acceptable by simultaneously recording both modalities. We expect that
the accuracy of CHASM is going to be better than monomodal systems based on speech [1, 11] or
handwriting [10, 5, 9] alone. We can also reasonably expect better performances than a multimodal
system based on independent acquisition of speech and handwriting. Indeed, in our case, the
correlation between both streams can potentially be exploited to perform combined modelisation
upstream in the system, for example at the feature level or at the statistical level. From a usability
point of view, we can reasonably forecast that subject enrolment and access procedures will be
shorter than for each modality taken alone, therefore enhancing the acceptability of the system.
We can also expect better robustness against imposture as imitating simultaneously the voice and
the writing of somebody else is certainly not an easy task considering the extra cognitive load.
Finally, from an industrial point of view, the requested sensors already exists and are nowadays
low-cost: simple microphone and any handwriting acquisition device such as a graphic tablet. We
also point out that CHASM recordings can also be used for content recognition. This is however
out of the scope of this paper where we focus on potential biometric authentication applications.

Several related works have already shown that using speech and signature acquired indepen-
dently and modelled together permits to improve significantly the authentication performances
in comparison to systems based on speech or signature alone. In [3], an on-line signature ver-
ification system and a speaker verification system are joint. These two systems are first tested
separately, then the scores of each systems are successfully fused together to reach better accuracy.
For this test, fictitious users are built by randomly associating signature and speech samples from
two independent databases. In [6], similar conclusions are reached for a system modelling speech
and signature together where the data are taken from the same user in the BIOMET database
[4]. Speech and signature streams are however not recorded simultaneously, as we propose in
our CHASM methodology here. Therefore, to our knowledge, the use of CHASM data for user
authentication is a novel approach.

Prior to investigating technical issues, we have tried to answer several non-technical questions
such as : Is it acceptable for the user to read and write at the same time in the context of a biometric
system? How many words would a user accept to read and write to be recognized? Is it possible
to ask the user to read his signature? We have proceeded to an acquisition campaign of CHASM
data to allow us to get a better feeling of how users react. We also performed a survey to ask users
their feeling about CHASM recordings. The acquisition campaign and the survey allowed us to
answer to the previously stated questions. As our goal is to build CHASM modelling techniques
and to evaluate them, we have defined user authentication assessment protocols on the recorded
database. These protocols have been crafted to correspond to realistic use of potential CHASM
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biometric applications. The protocols also try to put in evidence some modelling difficulties tied
to time-variability.

The remainder of this paper is organized as follows. In section 2 we give an overview of the
CHASM data acquisition campaign. In section 3, we present the results from the usability survey
that was performed during the acquisition campaign. Section 4 describes the evaluation protocols
that are defined on the database. Finally, conclusions, discussions and future work are presented
in section 5.

2 Data acquisition

CHASM data have been acquired in the framework of the MyIDea multimodal data collection
[2]. MyIDea data base also contains other modalities such as fingerprint, talking face, palmprint,
etc. At the time of writing this article, about 70 users have been recorded over three sessions.
The interval of time between sessions ranges between one week to several month. This procedure
eased the planning of recordings and actually corresponds to a real life situation where users get
authenticated at random frequencies. For CHASM data, two scenarios have been used. In the
first one, a bimodal signature with voice is acquired. In this case, the user is actually asked to
say the content of his signature. In the second scenario, the user is asked to write and read
synchronously the content of a text. The CHASM data set used in this article has been given
reference MYIDEA-CHASM-SET1. In the MyIDea collection, two closely related data sets are also
recorded on the same users. The first one has reference MYIDEA-SIGNATURE-SET]1 and includes
signature acquired alone. The second one has reference MYIDEA-HANDWRITING-SET1 and contains
handwriting acquired alone.

Signatures and handwritings are acquired with a WACOM Intuos2 graphical tablet. A WACOM
InkPen is used to write on standard sheets of paper positioned on the tablet. The writing feeling
is therefore close to the one of writing on a standard sheet of paper using a regular pen. This
hardware is similar to the one used for other databases such as BIOMET [4], MCYT [8] and IAM
[7] databases. The voice is recorded at 16kHz using a standard computer microphone mounted on
a headset.

An acquisition software has been developed to perform the synchronized acquisition of hand-
writing and speech data. For each sampled text point, the tablet records five parameters at a
frequency of 100 Hz: x,y-coordinates, pressure, and the two angles azimuth and altitude. We
further record timestamps for each data packet sent by the tablet. Timestamps are also recorded
for the beginning and end of speech acquisition. This procedure allows us to precisely synchronize
speech and handwriting streams, even when pens-up are occurring while signing or writing.

2.1 Signature with voice

As shown on figure 1, template papers are used for recording signatures. Subjects sign six times
per session, using the cells on the template. The two remaining cells are used in the case of missed
signatures.

True signatures. The subject is asked to synchronously sign and utter the content of his own
signature. Invariant synchronization is of course not possible, however, the subject is asked to sign
in such a way that the written symbols correspond roughly in time with the uttered phonemes. If
the signature contains flourish or non-readable signs, the subject is simply asked to utter his name
during the signature. During each session, the subject performs six bimodal signatures leading to
a total of 18 true acquisitions after three sessions. Prior to the recording, the subject is allowed to
train for a few bimodal signatures in order to get used with the procedure.

Impostor signatures. For each session, the subject is asked to imitate the bimodal signature
of another subject. In order to do this, the subject has access to the static image and to the verbal
content of the imitated signature. In other words, access to the voice recording is not given to
the impostor. The subject has a limited time of two minutes to train to imitate the signatures.
During each session, the subject performs six imitations of the signature of another subject. This
procedure leads to a total of 18 impostor signatures after the three sessions, i.e. six signatures on
three different subjects.
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ID = m-u001-g1-x1-51 Impostor static signature with voice.

Imposted ID = m-u010-g1-x10-51
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Figure 1: Example of a signature page.

2.2 Handwriting with voice

The subject is asked to synchronously write and utter the content of a text. The content is
composed of a fixed generic phrase containing all the letters of the alphabet, followed by a text
of 50 to 100 words, randomly chosen from a corpus. The fixed phrase can be used to evaluate
text-dependent systems and the random text can be used to evaluate text-independent systems.

The layout of the forms used for guiding the acquisitions is shown on figure 2. The sheets were
automatically generated to guarantee that all forms are processed and generated in the same way.
The layout of the form is inspired from the IAM database [7]. As our main focus is the use of
handwriting data to perform identity verification, we wanted to make image preprocessing as easy
as possible. Therefore, we decided that the writers have to use rulers. These guiding lines are 15
mm spaced and are printed on a separate sheet of paper which is put under the form.

True handwriting. For each session, the subject is asked to read and write the fixed phrase
and the random text fragment. This leads to a total of three true handwriting acquisitions per
subject. The subject is allowed to train for a few lines on a separated sheet in order to accustom
with the procedure of talking and writing in the same time.

Impostor handwriting. For each session, the subject is asked to imitate the handwriting of
another subject and to synchronously utter the content of the text. The subject has access to the
static handwriting data of the subject to imitate but does not have access to the voice recording
of that subject. The subject has a limited time of two minutes to train to imitate the handwriting
while uttering the content of the text. This procedure leads to a total of three impostor attempts
on different subjects after the three sessions.
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ID=m-u001-g1-x1-51 Impostor handwriting with voice
Imposted ID = m-u013-g1-x13-s51

Text reference = E_1_510_118-1.txt

Portez ce vieux whisky au juge blond qui fume.
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Figure 2: Example of a handwriting acquisition page used for the impostor handwriting scenario.
The subject id and imitated id are shown on the top of the page, as well as the original text
reference.

2.3 Comments on the acquisition

We noticed that all recorded users could perform the signature and handwriting acquisition. The
fact that they had to read and sign or read and write at the same time did not prevent any
acquisition to happen.

For the signature, most of the users could actually read the content of their signature, syn-
chronizing the written symbols with syllables. Most of the signatures contained some pre or post
flourishes that were not said by the user. Very few users were having signatures composed mostly
of flourishes that were not readable. These users were then asked to simply utter their name while
signing. The average length of the spoken part of the signatures have been measured to be around
2 seconds.

For the handwriting, we have noticed that the voice is slightly desynchronized with the writing.
Re-synchronization is happening and corresponds roughly to syllables or end of words. Some users
are pronouncing the punctuation while some users are not pronouncing it. The reading of numbers
is variable from user to user.

3 Usability survey

We asked each subject of the database to answer some questions about CHASM acquisition. The
questionnaire included the following questions:
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1. Did you find it simple/difficult to write on a tablet?

2. Do you think that you wrote faster, at the same speed or slowlyer than usual (without
simultaneous speaking)?

3. Did you find it simple/difficult to speak and sign at the same time?
4. Did you find it simple/difficult to speak and write at the same time?

5. How many lines of text would you accept to say and write in order to perform your own
identification in the scenario of accessing to your banking account?

6. Do you think that the act of speaking and writing at the same time affected your capacities
to imitate the writing?

1. simple @OOOOO difficult
2. slowlyer O@ O OO faster
3. simple OOO0QOQQ difficult
4, simple OOQ@QOQQ difficult
5. [0.5-10] 2.0

6. yes O@@OOO notatall
Figure 3: Results of the usability survey

For each question, subjects were asked to answer according to a pre-defined scale. An extra field
for free comments was also left to the users on the questionnaire. Figure 3 presents a schematic
view of the average answers given by all subjects. The main conclusions of the survey are the
following. A large majority of users found it easy to write on a tablet. Users ranked as average
the difficulty of writing and speaking at the same time. This observation is certainly due to the
extra level of concentration that is requested to perform such acquisitions. All users were able to
sign and utter the content of their signature, however they feel that signing and speaking is more
difficult than writing and speaking. An interpretation can be given to this result considering the
fact that signatures usually contain pre or post flourishes on which users cannot utter anything.
Users feel they are writing at a slightly slower speed when they are speaking in the same time.
Users would accept to write up to two lines of text to perform their authentication. Interestingly,
they feel that the act of speaking and writing at the same time affected their capacities to imitate
signatures and handwriting.

As all users were able to perform CHASM acquisitions and considering the answers given
through the survey, we can reasonably conclude that such simultaneous acquisitions are acceptable
from a usability point of view in most scenarios.

4 Evaluation protocols

User authentication assessment protocols have been defined on the recorded database. These
protocols corresponds, as close as possible, to realistic use of potential CHASM biometric applica-
tions. Protocols have also been crafted to put in evidence difficulties tied to time-variability and
to text-dependency.

4.1 Signatures with voice

Without time variability. For each subject in the database, three spoken signatures are sampled
out randomly of the six genuine accesses from the first session to build the models. For testing,
the three remaining signatures of the first session are used. The same procedure is repeated for

University of Fribourg, Department of Informatics. Research Report 270-06-05 2006



session two and three, leading to a total of 70 users * 3 accesses * 3 sessions = 630 genuine tests.
We consider two kinds of impostor attempts. In the first case, impostor attempts are randomly
performed using one signature for each of the remaining subjects in the database, giving a total of
70 users * 69 accesses * 3 sessions = 14490 random forgeries. In the second case, the 18 available
skilled forgeries (six forgeries performed by three subjects) are used against each user, giving a
total of 70 users * 18 accesses * 3 sessions = 3780 skilled forgeries®.

With time variability. For each subject, the six signatures from the first session are used
to build the models. Genuine tests are performed on the six signatures of session two and session
three, giving a total of 70 users * 12 accesses = 840 genuine tests. Random and skilled impostor
attempts are performed in the same manner as above.

4.2 Handwriting with voice

Text-dependent scenario. In this scenario, we assume that the subject writes and says a fixed
piece of text identical from access to access. The phrase which is used contains all the letters of
the alphabet to allow modelling all the letters for each subject. The scenario corresponds to a text
dependent (or password-based) system with the particularity that all users share the same text.
For each subject in the database, the fixed phrase from the first session is used to train the system.
For testing, the genuine fixed phrase from session two and three are used, leading to a total of 2
accesses * 70 users = 140 genuine tests. We also consider two kinds of impostor attempts. In the
first case, we use random impostor attempts using one access for each of the remaining subjects
in the database, giving a total of 70 users * 69 accesses = 4830 random forgeries. In the second
case, 3 available skilled forgeries are used against each user, giving a total of 70 users * 3 accesses
= 210 skilled forgeries.

Text-prompted scenario. In this scenario, we assume that the system prompts the subject
to write and say a random piece of text each time an access is performed. This kind of scenario
allows to make the system more secure against spoofing attacks where the forger plays back a pre-
recorded version of the genuine data. This scenario has also the advantage to be very convenient
for the subject who does not need to remember any password phrase. For each subject in the
database, the text from the first session is used to train the system. The available text for training
is composed of about 5 lines including 50 to 100 words. Each genuine test uses one line of text
taken from session two and session three. Therefore, on average, about 10 genuine tests can be
performed per user, giving a total of 70 users * 10 accesses = 700 genuine tests. As for above,
we consider two kinds of forgeries. Random forgeries are performed using one line of text of the
remaining subjects, giving 70 users * 69 accesses = 4830 random forgeries. Skilled forgeries are
performed using one line of text extracted from the 3 available imitations. As each imitation
contains about 5 lines of text, we have a total of 70 users * 15 accesses = 1050 skilled forgeries.

5 Conclusions and Future Work

In this paper, we have reported on our first developments towards building a novel CHASM-based
authentication system. An acquisition campaign of CHASM data has been conducted during
which we have experimented that all users were able to perform the simultaneous acquisition of
handwriting and speech. We have also experimented that CHASM data can be recorded following
two scenarios: signature with voice and handwriting with voice. A usability survey which has
been conducted during the acquisition shows that such simultaneous acquisitions are acceptable
for the user from a usability point of view. We also presented the assessment protocols for user
authentication that we have defined on the recorded database.

In our future work, we plan to build baseline and advanced CHASM modelling systems and to
perform their evaluation using the protocols such as defined in this paper. We will also investigate
the impact of simultaneous recordings. In this direction, we would like to determine if modalities
recorded simultaneously bring different authentication information than modalities recorded inde-
pendently. Another part of our work will be dedicated to pursue the acquisition campaign with a
second set MYIDEA-CHASM-SET2 of CHASM data, similar to the one presented here. This second

1The figures given here are approximate numbers as some users did not perform all sessions.
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set will be used to perform open-set evaluations of CHASM systems, allowing to develop and tune
parameters of the model on the first set and to evaluate model configuration on the second set.
We also plan to record a separate brute-force forgeries set to evaluate the impact of highly skilled
attacks, making the assumption that forgers have access to the full dynamics of a given piece of
CHASM data.
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